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The defense industry is typically listed among the most egregiously corrupt.
Transparency International (TT) calls it “arguably the most corruption-prone of all international
businesses.” ! In a statement posted to the TT web site in July 2006, the organization declared:

Defence and security remains one of the least explored areas of governance in the public

sector, still hidden behind veils of secrecy and national interest. TI’s global research

shows that the defence sector is one of the most corrupt private sectors.... While it is
difficult to quantify the costs, a recent US Department of Commerce report claimed that
the defence sector accounted for 50% of all bribery allegations. *?2

The record of enforcement actions by the U.S. Department of Justice confirms TI’s
finding. The American aerospace and defense industry played a significant part in bringing the
U.S. Foreign Corrupt Practices Act (FCPA) into being in 1977; reports of large payments by
Lockheed and other companies to foreign officials moved Congress to forbid American
companies to “offer, promise or pay... anything of value...directly or indirectly” to a

“government official” to “obtain or retain a business advantage.” 3> A number of pre-FCPA

enforcement actions involved aerospace and defense companies,* and several recent enforcement

" Transparency International. “Introduction.” Corruption in the defence sector (17 July 17 2006): accessed
13 October 2007 at <http://www.transparency.org/news_room/in_focus/2006/defence_sector#intro>

2 Ibid.

3US Department of Justice. Unlawful Corporate Payments Act of 1977. House Report No. 95-640 (28
September 1977): accessed on 16 October 2007 at <http://www.usdoj.gov/criminal/fraud/fcpa/history/
1977/housereport.html>

4 These included cases brought against Lockheed Corporation (under the Currency and Foreign
Transactions Reporting Act as well as wire fraud statutes), Gulfstream American Corporation (for making
false statements to the Export-Import Bank and the Commerce Department), and Textron, Inc. (for
violations of the Currency and Foreign Transactions Reporting Act). See Danforth Newcomb, FCPA
Digest of Cases and Review Releases Relating to Bribes to Foreign Government Officials Under the
Foreign Corrupt Practices Act of 1997 (5 October 2007): accessed on 19 October 2007 at <http://
www.shearman.com/files/Publication/1da67f8a-ce0c-499a-bf6c-4669c8288eeb/Presentation/
PublicationAttachment/3add2d77-3713-4f5a-857d-250d913ee7f8/FCPA_Digest_100507.pdf>
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actions have focused on the industry.> But beyond the record of enforcement actions by the U.S.
Department of Justice, where can one go for hard evidence, or even valid insights, into the
patterns of corruption in the defense industry? Transparency International gathers perceptions of
the degree of corruption in various countries, yet the organization is candid about labeling their
ratings as a “perceptions index.” Anecdotes are easy to come by about the venality of this or that
class or profession or nationality, but these serve poorly as evidence about bribery, better as
evidence of patterns of prejudice. Those who study corruption find themselves, in Mark Twain’s
words, reaping “wholesale returns in speculation out of a trifling investment of fact.”

Seeking a new way to understand issues of corruption in international commercial
transactions, the author began by supposing that while it may be very difficult to move beyond
broad perceptions on the macro level represented by “the global defense industry,”¢it still might
be possible and useful to look at a specific industry on the micro level by considering the
incentives that shape the behaviors of individual actors who might be involved in bribery.

He chose to focus on the defense industry, though a similar analysis could be made of oil

and gas, pharmaceuticals or information technology. Defense, with its occasional huge sales, its

5 See U.S. v. Leo Winston Smith, (C.D. Cal. 2007) (Mr. Smith was a former executive of Pacific
Consolidated Industries LP and was indicted on charges of conspiring to bribe an official at the UK
Ministry of Defense. Mr. Smith’s trial is set for April 1, 2008); U.S. v. Titan Corporation (S.D. Cal. 2005)
(Titan, a leading U.S. defense contractor for communications products related to military intelligence pled
guilty to FCPA violations involving the provision of wireless telecommunications projects to the
government of Benin). Summaries of these cases can be found at Danforth Newcomb, FCPA Digest of
Cases and Review Releases Relating to Bribes to Foreign Government Officials Under the Foreign
Corrupt Practices Act of 1997 (5 October 2007): accessed 19 October 2007 at <http://
www.shearman.com/files/Publication/1da67f8a-ce0c-499a-bf6c-4669c8288eeb/Presentation/
PublicationAttachment/3add2d77-3713-4f5a-857d-250d913ee7f8/FCPA_Digest_100507.pdf>

6 It may not make sense to speak of the “global defense industry.” There may be too much variation
between countries and between companies to make sustainable generalizations. There are significant
distinctions to be made between the arms industry in Russia, for example, and that in the United Kingdom
or the United States. Just as Exxon, for all its challenges, is not the equivalent of Gazprom, Lockheed
Martin is not the equivalent of Rosoboronexport. On Rosoboronexport, see a New York Times article
from 8 July 2007 titled “The Kremlin Flexes, and a Tycoon Reels,” which explains that Rosoboronexport is
a defense conglomerate run by a friend and former roommate of Russian President Vladimir Putin, which
controls the majority of Russian armaments production and trade and “is linked with a hard-line Kremlin
faction known as the siloviki — men with previous backgrounds in the secret police or military.”
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intimate connections with government officials, its “veils of secrecy and national interest” and its
rich record of enforcement actions seemed a good place to start.”

By considering the choices of individual actors and constructing the incentives they face
in the form of possible gains from engaging in bribery and possible losses from being caught
doing so, one should be able to create a more full and realistic perspective on the actual practice
of bribery. One performs this construction of incentives and disincentives not merely by mulling
over anecdotes. One does it by interviewing actors in the defense industry and considering the
institutions and the standard operating procedures through which they work.

In doing this, the author is following the famous example set by Graham Allison in his
classic study of the Cuban missile crisis. Allison rightly assumed that he could shed light on new
and different questions regarding that episode by descending from the lofty levels of the “rational
actor model” in which the actors are states and their behavior is assumed to be power-
maximizing and instead considering the decisions made on the micro level by such figures as
leaders in the Russian politburo or in the American naval forces. He called this model the
“organizational behavior model,” recognizing that the actors on the micro level work through
their organizations, have their preferences and incentives shaped by those organizations and
generally behave along standard operating procedures established by those organizations.®
Following Allison’s example, this article looks at the issue of bribe paying in the American

defense industry through the lens of the organizational behavior model.

7 The author drew on his close connection with TRACE International, a not-for-profit anti-bribery
organization based in Annapolis, Maryland. (www.TRACElInternational.org). The author is president of
the TRACE Institute, the research branch of TRACE International.

8 Allison, Graham and Philip Zelikow. Essence of Decision: Explaining the Cuban Missile Crisis. New
York: Longman, 1999.
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The article considers the incentives and disincentives faced by three types of persons in
the American defense industry. First, it evaluates the choices of the local sales representative,
typically a citizen of the country to which weapons are being sold, usually a retired military
officer and often a person of some salience, visibility and wealth in that society. Second, it looks
at the choices of the regional sales manager or vice president for sales, an important executive in
the hierarchy of the corporation making the sale and himself often a retired military officer and
most often an American citizen. Third, it examines the choices of a top official, a general
counsel, chief financial officer or chief executive officer. As one begins to understand the
incentives of the top executives, regional managers and local sales representatives, some simple
generalizations begin to seem implausible and other more sophisticated estimates of rational
behavior emerge to take their place.

Local Commercial Intermediaries

Most multinational companies go to market through a network of local hires or
commercial intermediaries.’ The latter often work on a commission basis, limiting the cost to
the company associated with hiring a local sales force and limiting expenses further by entering
into contingent arrangements whereby the local commercial intermediary is paid a commission
only on actual sales. From the point of view of the local sales agents, paying bribes may seem an
attractive option because they help to ensure the immediate sale and so eventual compensation.
On closer examination, however, the calculation proves to be more complicated and bribe paying

looks in many cases like a poor option. Obviously it is an option exercised nonetheless by many

9 Commercial intermediaries may include commissioned sales representatives, consultants paid on a
fixed-fee basis, distributors, or resellers. See The TRACE Standard for Doing Business with
Intermediaries Internationally.



intermediaries, but it is important to recognize the ways in which it is an unsatisfactory choice
but it is important to recognize the ways in which it is an unsatisfactory choice for him.10

First, the bribe buys no more than an unenforceable contract. The local commercial
intermediary may find that he has paid off an official only to be outbid by another bribe-payer or
solicited by another official. (He has, after all, identified himself as a willing source of bribe
payments.) When bribe-taking officials prove unreliable, as they might be expected to do, the
bribe payer hardly has recourse to the local courts or any other authority. He has entered into an
operating domain in which he can depend only on the probity of a bribe-taker, something he
would not willingly do if a more reliable domain were available.!!

If the commercial intermediary were engaged in a one-time-only business relationship, he
might be tempted to make the payment and accept the risk associated with that single transaction.
In fact, however, most local commercial intermediaries must expect to deal on many occasions,
perhaps throughout a career, with the same officials and agencies, so they are likely to be
reluctant to enter into a commercial relationship in which they will be subject to repeated
extortionate demands and will be operating without access to legal remedies. If, on the other
hand, they choose to enter into a long-term corrupt relationship, they must accept the increased
chance of discovery that comes with criminal behavior over an extended period of time.

Moreover, local commercial intermediaries are highly connected within the community —
one reason they make attractive local sales representatives — and their reputation in their home

country is an important asset. In the limited circles of government and business contacts within

0 The author is aware of more than 500 commercial intermediaries working directly with large defense
companies and all are male.

1 On the game theory options available to bribe takers and the incentives to forego the practice for fear of
even a low chance of discovery, see the work of Thomas Schelling as described in the article “Seeing
Around Corners” by Jonathan Rauch in the April 2002 issue of The Atlantic Monthly at <http:/
www.theatlantic.com/doc/prem/200204/rauch> (Accessed 16 October 2007).
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which they operate, they are unlikely to retain a reputation as a non-corrupt operator. This
matters as companies perform increasingly extensive due diligence efforts to examine the
backgrounds and records of the persons with whom they do business.!? Many are trying to
capitalize on a past military career, for example, to create a long-term relationship with a number
of foreign defense corporations, possibly as many as a dozen. A tainted reputation with one
foreign defense corporation will likely become known to others and jeopardize the entire series
of relationships on which the agent’s career depends.

As a purely financial matter, agents will not want to pay bribes as the bribes come out of
their commission. They are an unwelcome business expense and can not be deducted as such.
Moreover, an official who successfully demanded thirty percent of a commission this time will
likely demand forty percent next time, and in many countries that official — the customer -- is
likely to have detailed visibility by means of the contract documents into the commission the
agent is being paid. There is also the matter of time. Bribes are time-consuming to negotiate and
are often renegotiated at different stages in large contracts. As each negotiation throws up more
chances for graft, government officials on the take have an incentive to create additional
milestones at which to interact with the bribe-payer. They are helped by the fact that most
commissions (and as a result most bribes) are paid on an installment basis. Contracts are
typically fulfilled in stages with the company paid at the conclusion of each stage. The agent is
paid only after the company is paid and so the bribe-taking official is often paid only after the

agent is paid. This means that the paying of a bribe is not a one-time event. It is a continued

2 The maijority of large U.S. defense contractors have implemented a vigorous vetting process for their
local intermediaries. The due diligence process requires local intermediaries to disclose sensitive
financial and sometimes personal information. In addition, industry best practices require at least three
independent business references and the use of global media and denied party searches. Intermediaries
with questionable reputations in their business community have a difficult time successfully completing
the due diligence process, and U.S. defense companies will rarely engage such an intermediary.



series of transactions with continuing possibilities for renegotiation and exposure and continuing
requirements for concealment through various forms of accounting fraud. In the meantime, the
bribe-paying arrangements may change. The official may be replaced by a new, more rapacious
one. The government itself may change. All such changes represent new opportunities for bribe-
takers and additional delay, expense and risk for the bribe-payer.

If the commercial intermediary or sales agent does pay a bribe to secure a sale, he faces
several consequences. The official or officials he bribes will mark him as a person from whom
they can demand future bribes. The commercial intermediary has marked himself as willing to
violate local law and international standards.!3 There is the risk that the bribe will be disclosed by
a whistleblower within the company or the government, by a competitor to whom the official
brags in an effort to drive up the bribe-bidding, by the official himself, by the underlying books
and records needed to move and disguise the money, or by the legal officials or auditors in the
corporation who review the books. If bribe paying becomes evident in the audited records of a
corporation, every figure in the chain of executives in that corporation has an incentive to offer
the local commercial agent up to the legal authorities as a way to cauterize the string of corrupt
behaviors that extends upward from him. If the executive does not do that, the executive himself
or herself becomes complicit. Increasingly restrictive laws have in recent years given legal
authorities the power to follow a books and records violation back to the company and prosecute
its executives at a number of levels up to and including its board of directors.

Note that it is not necessary to this analysis to attribute virtue of any kind to the

commercial intermediaries in these transactions. This analysis treats intermediaries as purely

3 The proliferation of international anti-bribery conventions, including the OAS, the OECD, the African
Union and the UN Convention Against Corruption mean that every UN member state has a treaty
obligation to criminalize transnational bribery.



self-interested actors quite unaffected by considerations of ethics or values. Any ethical
compulsion they might feel is exogenous to the analysis.
Regional Managers

It might be imagined that regional sales managers respond almost exclusively to the
priority to make sales and move products into foreign markets. Interviews show that their
incentives are more complicated than that. The time is past when a regional sales manager could
tell a foreign commercial agent, “Do what it takes to get the sale, and don't bother to tell me how
you did it.” Deals made by American defense companies are reviewed by compliance officers
from the legal department who apply the standards required by the Foreign Corrupt Practices
Act. These compliance officers can raise red flags that will delay or even derail a deal. For
example, a compliance officer will normally question commissions that are considered excessive
for the product involved, or that are beyond the norm for the territory in question. Compliance
officers will most likely question situations where an intermediary requests payments outside of
the territory where he is performing the services, or outside of the territory in which he resides
due to concerns of laundering illicit payments to government officials. In addition, compliance
officers will want to resolve any reputational or legal issues surrounding an intermediary before
moving forward with their contract. The annual budget allotted to compliance officers at a mid-
to large-sized American defense corporation might range from US$1 million to US$10 million
and allow generous expenditure for outside counsel.

A regional sales executive, often a retired American military officer, might feel personal
reluctance and moral compunction at making a sale that violates the International Traffic in Arms
Regulations (ITAR) as he would not want to see weapons or tools on that list end up in the hands

of people who could use them against American soldiers. Again, however, one need not impugn



moral motives to the actor in this analysis, since other sanctions unrelated to his character exist.
A simple analysis of self interest is sufficient since his behavior is monitored by legal officials
who have not been reticent to impose substantial fines. In a recent case, a company violated the
US State Department’s International Traffic in Arms Regulations!* and exported ITAR-controlled
technical data and defense services relating to a component for night vision goggles to foreign
nationals in Singapore, China and the United Kingdom. The company was fined US$100 million
in an enforcement action conducted by the US Department of State.!> While fulfilling contracts
is career enhancing, US$100 million fines are not.

The regional manager also knows that he is intensely observed by rivals from other
defense companies who have a strong incentive to make his violations of the laws known.
Industry contacts make rivals’ conduct quite well known, and although in the past it was typical
for American regional managers to complain of the acts committed by competitors from France,
Germany or other countries, now those countries come under European Union laws which are

just as restrictive as U.S. laws. 16

4 For more information on the International Traffic in Arms Regulations, please see <http://
www.pmddtc.state.gov/itar>. These regulations, administered by the US Department of State, control the
flow of defense articles.

15 U.S. Department of Justice. “Statement of U.S. Attorney John Brownlee on the Guilty Plea of ITT
Corporation for lllegally Transferring Classified and Export Controlled Night Vision Technology to Foreign
Countries.” (27 March 2007): accessed on 19 October 2007 at <http://www.usdoj.gov/nsd/pdf/
itt_statement_by_usattorney.pdf> and Shaheen, Fred and Karen Bombach. “ITT Penalties: Does the
Punishment Fit the Crime?” National Defense (June 2007): accessed on 19 October 2007 at <http://
www.nationaldefensemagazine.org/issues/2007/June/ITTPenalties.htm>

16 Although the European Union does not have an overarching law regarding the export of defense items,
member countries have agreed to abide by the European Union Code of Conduct on Arms Exports, which
sets forth criteria for member states to use when determining whether to grant an export license for
military equipment and provides for extensive reporting of denial of export licenses to other EU member
states. European Union Code of Conduct on Arms Exports (5 June 1998): accessed on 19 October 2007
at <http://consilium.europa.eu/uedocs/cmsUpload/08675r2en8.pdf> See also Council Regulation (EC)
No. 1334/2000, “Setting up a Community Regime for the Control of Exports of Dual Use Iltems and
Technology.” (22 June 2000): accessed on 19 October 2007 at <http://eur-lex.europa.eu/LexUriServ/site/
en/0j/2000/1_159/1_15920000630en00010215.pdf>
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Like the local sales representative, the regional manager knows that those above him in
the management chain would quickly offer him up to legal authorities in order to protect both the
company and themselves from the consequences of the discovery of illegal payments or other
violations. It is telling that of the last twenty defense industry bribery enforcement actions in the
United States, all have been the product of self-disclosure by the companies involved. Rather
than engage in some kind of cover-up or concealment, companies have chosen repeatedly to
sacrifice the employees closest to the problem. Companies typically carry out a lengthy
investigation at the company’s expense, then invite in the Department of Justice to review the
results.!”

The nexus of the FCPA and the more recent Sarbanes Oxley Act of 2002 creates a legal
tool that makes evasion difficult. Although the FCPA does not include a requirement to self-
disclose inappropriate payments, Sarbanes Oxley requires the disclosure of any material
inaccuracy in a company’s books and records. The Department of Justice, at least, would argue
that any bribe misrepresented on the books as a legitimate commission is by its criminal nature,
material.

Top Level Executives

The highest levels of management — the chief executive officer, chief financial officer or
general counsel — have also been forced in recent years to take very seriously the possibility of
bribe paying at levels far below them in the corporate structure. They might have thought they

could ignore obscure events in Indonesia or Nigeria, but that is no longer the case. They live

7 The U.S. anti-bribery statute — the Foreign Corrupt Practices Act — is jointly enforced by the
Department of Justice and the Securities and Exchange Commission. The Department of Justice has
authority to prosecute criminal acts while the Securities and Exchange Commission has dominion over
books and records violations. As it happens, investigations invariably embrace both criminal and books
and records issues, so both agencies and their resources often come into play.

11



with the knowledge that such events have brought grave consequences both to companies and to
individual executives.

In the case of flagrant violations of anti-bribery law, a company can be debarred from
doing business with the American government. The largest customer of any U.S. defense
company is the U.S. government, and debarment from bidding on future government contracts
would likely be a ruinous event for most U.S. defense companies. The costs of being unable to
do business with the American government do not end with the lost business. Current rules of
allowable expenses enable most defense companies to pass through as research and development
a great part of the operating expenses on a government contract to the U.S. government. To lose
these financial benefits would be catastrophic for most defense firms.

Short of debarment, an executive must also fear that a lucrative acquisition could be
derailed by bribe paying. This happened to Titan Corporation in 2003 when its potential buyer,
Lockheed Martin, walked away from the deal because Titan was unable to resolve bribery
allegations prior to closing. The enforcement action against Titan resulted in a US$28 million
fine. The company was left with a deflated stock price, the largest fine in the history of the
FCPA (until this year), and shareholder lawsuits brought against the board on the grounds that
they had mismanaged the situation.

A high-level manager cannot focus only on the fines that enforcement actions might
bring. The cost of the investigation prior to the prosecution may actually be much greater. When
an investigation is begun, normal operations of the company are disrupted. Investigators may
seal off or remove company records and computers, depose employees, put holds on deals,

prevent the timely submission of bids or proposals and generally make it impossible to continue

12



anything like business as usual. The cost in management distraction and in employee morale
may be much greater than the large legal fees. There is also the matter of reputational damage.

A senior executive must also take into account the possibility of large personal fines and
jail sentence. Every anti-bribery enforcement action before the Department of Justice for the last
four years has resulted in a settlement with the company. A new trend at the Department of
Justice, however, is a subsequent action against the individuals involved. This fact often pits the
interests of the company against the interests of the individuals who have been running the
company.

In order for a company to get full credit for cooperation when it is before the Department
of Justice, it will conduct an extensive internal investigation, seize computers, organize
documents (including email), interview employee witnesses and turn everything over to the
authorities — usually with a waiver of the attorney-client privilege. This information delivered to
the government by the company makes it possible for the Department of Justice to determine the
most senior person within the company who had knowledge of the scheme. In this way, the top
executives in the company may find themselves offered up for prosecution.!8
Conclusion

This brief survey of the incentives faced by actors at three levels of American defense

companies suggests that the calculations of interest they face may be quite complicated and that

8 See U.S. v. Leo Winston Smith, (C.D. Cal. 2007) (Mr. Smith was a former executive of Pacific
Consolidated Industries LP and was indicted on charges of conspiring to bribe an official at the UK
Ministry of Defense. Mr. Smith’s trial is set for April 1, 2008); U.S. v. Steven Lynwood Head (S.D. Cal.
2006) (Mr. Head was a former executive at Titan Corporation who served as program manager on its
telecommunications project in Benin and was later CEO of Titan Africa, Inc. He pled guilty to falsification
of the books and records provisions of the FCPA, was sentenced to six month in prison, three years of
supervised release and fined $5,000). Summaries of these cases can be found at Danforth Newcomb,
FCPA Digest of Cases and Review Releases Relating to Bribes to Foreign Government Officials Under
the Foreign Corrupt Practices Act of 1997 (5 October 2007): accessed 19 October 2007 at <http://
www.shearman.com/files/Publication/1da67f8a-ce0c-499a-bf6c-4669c8288eeb/Presentation/
PublicationAttachment/3add2d77-3713-4f5a-857d-250d913ee7f8/FCPA_Digest_100507.pdf>
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the choice to pay bribes may be very unattractive. To supplement this rough initial survey of
incentives in the decision-making process of defense company employees, it would be very
helpful if further research could provide a number of detailed case studies of various instances
when bribes were paid. Such case studies should be feasible to produce by working from the
court records of recent enforcement actions by the Department of Justice and the Securities and
Exchange Commission.

In addition, it would be helpful to have a catalogue of events in which bribes actually
were solicited by government officials. As it happens, such a catalogue has in recent months
begun to be assembled through the simple instrument of an Internet-based, anonymous, secure
tool for reporting bribe demands called BRIBELine.!?

BRIBELine has been in operation since July of 2007. It is interesting to note that among
the first 1400 reports of bribe demands, only ten reports concerned demands made by officials in
the ministry responsible for defense. The countries reported included Bangladesh, India, Ireland,
Israel, Russia (three incidents), Saudi Arabia, Syria, Turkmenistan, the United Kingdom and
Zambia. The amounts reported ranged from US$20 to greater than US$500,000. It is premature

to draw conclusions from these initial reports.

19 See www.Bribeline.org. BRIBELine is available online at no cost and allows the user to select
among fourteen languages. It operates through a series of drop-down menus which let the user report
the date, place and manner of the bribe demand as well as the government sector (defense, customs, the
judiciary, etc.) of the official demanding the bribe. The data collected by BRIBELine will be compiled by
country and by sector and made available at no charge at the same website. BRIBELine was created
and is administered the TRACE International, the organization mentioned above of which the author is an
officer.
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